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One point on which most economists agree
is that dissemination of information helps markets operate moreefficiently. Improved access
to information allows people to make better decisions and evaluate risks more easily. However,allinformation should not be widely disseminated as prices of canned goods at the supermarket or stock prices on the floor of the New
York Stock Exchange. The old question, “Does
Macy’s tell Gimbel’s?” notes the importance of
keeping some information secretfrom competitors. Similarly, information which might impact
national security needs to be safeguarded.
These well-accepted reasons for preserving
confidential business information are under attack by the Environmental Protection Agency
(EPA) and environmental activists. EPA plans to
disclose an unprecedented amount of manufacturing secretsfrom more than 66,000 firms via
the Internet. Once on line, crucial information
will be available to not only concerned citizens
but also foreign competitors and even terrorists.
This paper will discuss the EPA’s expanded
“right to know” program and the threats it may
pose for American firms and public safety.

W illiam H. Lash III is a Distinguished Senior
Fellow of the Center for the Study of American
Business at Washington University in St. Louis
and a professor of law at the George Mason University School of Law.
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Right to Know and
the Risk of T
err
orism
Te
rorism
The Clean Air Act amendments of 1990 mandated that “risk management plans” (RMP) be written for more than 66,000 industrial facilities, including chemical plants, oil and gas refineries, pharmaceutical companies, electric and gas utilities, and
waste water treatment works. Military and energy
facilitiesofthefederalgovernment also arerequired
to establish risk management plans. The plans must
include evaluations of the risks and hazards at each
installation, as well as discuss accident prevention
and proposed responses to an accidental release for
nearly 200 hazardous substances. Each firm also
must develop an “offsite consequence analysis”
(OCA). The OCA for each facility must analyze
the dangers to the public and the environment by
possible accidental releases.
The most controversial part of these requirements is the preparation of “worst case scenarios.”
A worst case scenario must disclose: (1) the chemical or hazardous material that might cause the worst
case scenario if released, (2) its physical state, i.e.,
gas or liquid, (3) the amount of the material that
would need to be released to cause the situation.
These evaluations also must identify possible
causes of a release leading to the worst case scenario. The topography of the area in which the
plant is located and the reach and range of the effects of the release must be included. And the description must estimate the number of people injured, killed, or otherwise “affected” by the release.1
Firms also must disclose their addresses and
locations by longitude and latitude, the nature and
amounts of hazardous materials on site, and the
number of full-time employees at the site.
The Clean Air Act specified the type of information to be disclosed, but did not state how the
data was to be made available. EPA has decided to
disseminate this information via the Internet.
Though Internet access tremendously lowers information costs to the public, it simultaneously raises
the threat of economic espionage and the dangerous
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use of this information by terrorists.
Initially EPA planned to post OCA data freely
on the Internet. The agency revised this decision
after being made aware of the risks of disclosing
this type of information. EPA now says that OCA
data will be made subject to electronic controls,
making it moredifficultforterrorists to access.2
But the other data disclosed will still pose significantrisksforfirms. A study by Aegis Research
Corporation, commissioned by the EPA, notes that
ready access to chemical risk information concerningU.S.firms would offerterrorists “the capability to
scan across the entire country for the ‘best targets.’”3

EPA has decided to disseminate this
information via the Internet.…[which]
raises the threat of economic espionage and the dangerous use of this
information by terrorists.

Environmentalists have dismissed the threatof
increased terrorism resultingfrom disclosureof Risk
Management Plans. According to Fred Millar,a
former director of the Toxics Project of Friends of
the Earth, “It is necessary to inform the public in
order to get an appropriate level of concern,”
prompting firms to “reduce their risks of accidents.”4
M r. Millar, who helped draft the amended Clean
Air Act, asserts that “there is no credible history of
terroristthreats” targeting the chemical industry.5
Mr. Millar bases his prediction on an antiquated
model of terrorism, a model predating the Internet.
He also ignores the admonitions of security experts.
By making the information morereadily available,
terrorists can receive targeting information freeof
chargefrom the safety of their own homes. Even
advocates of disclosure acknowledge that posting
the data on the Internet will “whet the appetites” of
terrorists.6
The CIA and the FBI are opposed to EPA’s
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Internet disclosure plans. FBI spokesman Paul
Bresson observed,
They, the EPA, have to enact the law. But
at the same time, can they use another
mechanism, another vehicle besides the
Internet?7
Similarly, Christopher Ronay, head of the Institute of Makers of Explosives and a former member
of the FBI, said,
I don’t think we’re in opposition to the public knowing these facilities arepresent…But
I don’t think we want to post on the
Internet...the facility’s (locale) and exactly
what’s in it.8
The Chemical Manufacturers Association
(CMA) supported the Clean Air Act amendments
in 1990 and public disclosure of worst case scenario data. Its president, Fred Webber,affirm s
CMA’s continued support for the plan to make the
data publicly available. The association, however,
is opposed to disclosure of Risk Management Plan
data via the Internet.9
Congressional leaders have joined the FBI and
the business community in expressing concern about
the disclosure plans. In a letter to EPA administrator Carol Browner, Senate Majority Leader Trent
Lott warned that the Internet disclosure plans,
“would provide terrorists, both domestic and international, with (a) blueprint for undermining
America’s infrastructure and would jeopardize our
nation’s physical security.”
Senator Lott advised the EPA that before moving forward “other federal agencies need to thoroughly review this plan — especially agencies responsible for monitoring and countering terrorist
activities.” He noted his expectation that the EPA
would “submit this program to Congressforreview
prior to making an announcement.”10
Similar sentiments have been expressed by other
congressional leaders. Congressman Sherwood
Boehlert (R-New York), a member of the House
Permanent Select Committee on Intelligence, stated
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that the EPA “failed to strike a proper balance”
between the public’s right to know and safeguarding national security.11 Representative Charles W.
Stenholm (D-Texas) complained to Carol Browner
that worst case scenario data “not only provides
terrorists with the tools for planning an attack but
would also advise them on how to maximize the
destructive force of an attack.” He asserts that disclosure of this data “would have the effect of drawing a bull’s-eye on manufacturing facilities all over
the United States.”12 Congressman Stenholm is not
wildly speculating about domestic terrorism. In his
district, four members of the Ku Klux Klan attempted to blow up a natural gas processingfacility.

The EP
A and
EPA
Computer Security
Although there are very few certainties in life,
it is virtually certain that computer data is never
totally secure. As U.S. Deputy Defense Secretary
John Hamre observed, “The Internet was never
designed with security in mind.”13 The Department of Defense penetrated its own computers when
it tested its system’s security with an unannounced
hacker attack. If the nation’s military security can
be compromised, how securely will the EPA maintain corporate information?
James Makris, EPA director of chemical emergency preparedness and prevention, claims that EPA
is “putting up speed bumps”14 to help safeguard the
data. These safeguard plans include limiting the
number of facilities analyzed on any Internetsiteto
1,000 and requiring password protection for access
to worst case scenario plans.
As any driver can attest, speed bumps may slow
you down, but they are no barrier to access. Can
anyone possibly think that passwords and multiple
sites will actually deter terrorists?
The EPA appears to be incredibly nonchalant
regarding the national security threat and the concerns of the intelligence community. Speaking before the District of Columbia Bar Association’s
Environment, Energy and Natural Resources Sec5

tion meeting, Mr. Makris remarked “The last time
I checked we didn’t need the security agencies ‘approval’ (to make decisions).”15
This nonchalance is not due to lack of awareness of the threat of terrorism from EPA Internet
disclosure. Areport by an EPA contractor revealed
that putting worst case scenario data on the Worldwide Web would increase the risk of terrorism seven
fold.16 The study revealed that the EPA’s gathering
and disseminating targeting-quality data would make
intelligence operations against the United States
easier.
In light of this obvious threat, why would the
EPA persist in pushing for Internet disclosure? One
possible motive might be to chill firms’ use and
production of a variety of chemicals and other substances. EPAofficials “point out that previous posting of chemical information on the Internet prompted
companies to cut back use of hazardous materials.”17
Even the inspector general of the EPA has de-

Even the inspector general of the EPA
has determined that the agency “is not
sufficientlyprotectingits information
technology resourcesfrom malicious
acts via access from the Internet.”

termined that the agency “is not sufficiently protecting its information technology resourcesfro m
malicious acts via access from the Internet.”18 The
inspector general’s report warned of intruders infiltrating Internet sites to penetrate security systems
and to steal valuable information. Finally, the inspector general concluded that EPA “has not sufficiently developed or implemented adequate controls
to prevent or detect improper/illegal access to its
systems from the Internet.”19
Sadly, EPA has a poor record of safeguarding
computer data. The agency recently reported losing 219 confidential business documents.20 This
loss comes on the heels of a 1996 admission that it
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had lost more than 200 confidential and sensitive
business reports. According to an internal EPA
memorandum, the incident could be “an embarrassment to the agency which could damage our
reputation and put into question our ability to handle
sensitiveinformation.”21 These security breakdowns
add to concern about leaving the EPAresponsible
for safeguarding such data.

Economic Espionage and
Inter
net Disclosur
e
rnet
Disclosure
Upon signing the Economic Espionage Act of
1996, President Clinton stated,
Trade secrets are an integral part of virtually every sector of our economy and are
essential to maintaining the health and competitiveness of critical industries operating
in the United States. Economic espionage
and trade secrettheftthreaten our nation’s
national security and economic well being.22
Expanded Internet disclosure by the EPA of business data will increase the threat of industrial or
economic espionage.
The FBI defines economic espionage as “foreign-sponsored or coordinated intelligence activity
directed at the United States or U.S. corporations,
establishments, or persons for the purpose of unlawfully obtaining proprietary economic information.”23 As the leader in intellectual property—and
public disclosureofproprietary business data—the
United States is the number one target of industrial
spies.
Many of these effortsaredirected by the intelligence agencies of our trading partners. FBI Director Louis Freeh quotes a former German intelligence chief who made the following confession on
German television, “ It is true that for decades the
stateregulated the markets to some extent with its
left hand while its right hand used the secret services to procure information for its own firms.”24
Director Freeh reports that “current FBI investigations reflect 23 countries engaged in economic
7

espionage activities against the United States.” One
survey determined that 57 nations were actively
engaged in economic espionage operations against
U.S. firms while 100 countries were engaged in
gathering proprietary economic information.25
Currentforeign intelligence operations against
U.S.firms involve many sectors of our economy,
including telecommunications, aerospace, energy,
transportation, and chemicals. Foreign economic
espionage targets a host of proprietary business information ranging from bid, contract, customer, and
strategy information to trade secrets. These espionage activities have noneconomic implications as
well. According to FBI Director Freeh, “Collection of sensitive foreign economic intelligence frequently enhances a nation’s military, as well as economic, capabilities.”26

FBI Director Louis Freeh reports that
“current FBI investigations reflect 23
countries engaged in economic
espionage activities against the
United States.”

The amount of damage caused by economic
espionage is difficult to quantify. As with other
crimes, economic espionage often goes unreported
because many victims are unwilling to share the
degree of damage inflicted with shareholders and
customers. A 1992 survey by the American Society for Industrial Security determined that economic
espionage activities in 1991 though 1992 cost Americanfirms billions of dollars in damages. Losses in
pricing data were$1billion. Product development
and specification data and manufacturing process
information damages were $597 million and $110
million, respectively.27 According to the White
House Office of Science and Technology, estimated
losses to U.S. firms from economic espionage were
nearly $100 billion.28
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Open Sour
ce and
Source
Economic Thr
eat
Threat
Economic espionage is not limited to James
Bond-like or other sophisticated superspy techniques. Much of economic espionage activity involves obtaining data from open source materials
made available from U.S. government agencies.
Although obtaining and analyzing data from open
sources is not within the technical definition of espionage, many intelligence agencies are engaging
in gathering this data which, according to FBI Special Agent Edwin Fraumann, “can also serve to increase economic competitiveness.”29
The National Counterintelligence Center's
(NACIC) Annual Report to Congress on Foreign
Economic Collection and Industrial Espionage in
1995 determined “open sourceinformation has increasingly been exploited by many foreign entities,
to include foreign intelligence services in an attempt
totarget the United States.”30 The reasons for utilizing open-source collection as a form of economic
espionage is obvious: open-source data is cheap to
collect, widely available, and generally legal to obtain and use.
W ith the explosion of Internet usage and reporting requirements under expanded right to know,
foreign competitors can obtain business data on specific American firms with ease. According to the
NACIC, “foreign collectors have increased their
direct connections with Internet service providers.”31
The Internet is the “fastest-growing” technique for
foreignfirms to obtain sensitive business data.32 The
anonymity and ease of use of the Internet makes it
incredibly simple for industrial spies or terrorists
alike to obtain open-source data.
Indeed, if industrial spies prefer to use an indirectroute to obtain U.S. competitor information,
the Environmental Defense Fund (EDF) has imported the EPA information to its site. Within minutes one can access the EDF page anonymously
and obtain detailed reports on chemicals being used
at more than 17,000 facilities across the country as
well as maps pinpointing the firms’ locations. The
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data on the webpage comes from EPA’s Toxics Release Inventory (TRI), providing information on 650
chemicals produced or used by U.S. manufacturers.
A few additional keystrokes take the would-be
industrial spy to the EPA webpage and then to
“Envirofacts.” This webpage includes analysis of
TRI data. By entering a zip code or city name the
user is presented with a dazzling array of data including the names and addressesoffirms as well as
a list of the chemicals used or produced at the site.
The EPA webpage also lists the names and addresses
ofoffsitetransferrecipient facilities and, as an added
bonus, provides maps to each facility discussed.
Both the EPA and Environmental Defense Fund
collect and make this data available to inform the
public of potential health risks. However,asrecognized by Professor Mary J. Culnan, a member of
Presidents Clinton’s Commission on Critical InfrastructureProtection,
Once information gets on the Internetit
can be manipulated in ways that werepreviously unfeasible and thereislittleaccountability for how it is used. The more information that is made available, the more
likely it will be used in ways that have nothing to do with the original reasons for collectingit.33
A study commissioned by the Chemical Manufacturers Association and performed by Kline &
Company, a competitive intelligence firm, determined that data which would be disclosed publicly
under an expanded right to know could be used by
competitors to determine a targetfirm’s manufacturing costs, probable technical advances, economic
breakpoints, specific manufacturing processes, probable expansion plans, competitive strength, pricing
flexibility, and the scale and efficiency of operations.34 The risk to competitiveness from disclosure
of this data is obvious. Nancy Ekart of Eastman
Chemical Company predicts that “our foreign competitors are going to figure out what our cost structuresare, our margins, and they can undercut us.”35
Additionally, some manufacturers question the
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usefulness of the data collected and disseminated,
particularly in light of the threat of economic espionage. David Harpole of Lyondell Petrochemical
Company says the additional data “will produce a
number with no meaning.” The initial intent of
toxicrelease data was to document the release of
chemicals into the environment, but the expanded
reporting provides information on use and storage
of materials that, when properly used, are never
released.

The risk to competitiveness fro m
disclosure of this data is obvious.
…“our foreign competitors are going
tofigure out what our cost structures
are, our margins, and they can
undercut us.
”

Similarly, Arco Chemical spokesman Ben
Shuster questions the “usefulness of programs that
require collection and broad dissemination of industry product or operating information that...don’t
really tell the public what they want to know.” 36
Internet disclosure of RMP and TRI data also
undermines the Economic Espionage Act of 1996.37
This statute criminalizes economic espionage and
the theft of trade secrets. The act is designed to
deter intrusive acts, such as hacking into a firm’s
database and stealing proprietary business information. However, to be subject to the sanctions of the
act, the information must not be generally known
orreadily ascertainable by the “public.” Internet
disclosureprovides more opportunities for competitors intelligence activities with no fear of criminal
prosecution. The problem with disclosure under
right to know is not limited to the EPA. Some states
have adopted versions of right to know. Materials
accounting programs implemented in Massachusetts
and New Jersey include analysis of operations reporting chemicals under TRI. The states assert that
the reporting has led to a decline in chemical use
11

and emissions. These conclusions have been questioned. A CMA study of the state programs asserts
that the decline in emissions was due to economic
factors that led to plant closures and a change in
product mix.38
W e have seen states, however,recognize the folly
of these policies and the potential negative impacts
they bring to businesses. New Jersey has removed
2,000 chemicals from its right to know program
reportinglist.39 Recently, the state rejected an effort
by a labor and environmental coalition to expand
the number of chemicals to be reported under the
New Jersey right to know program.40

Comparative Disclosur
e of
Disclosure
mation
Information
Business Infor
When evaluating a regulatory scheme, it is often helpful to employ a comparative approach to
see how our neighbors and allies deal with similar
problems. Not surprisingly, the United States offers the least amount of protection and the greatest
degree of dissemination of business data in the industrialized world. Germany, Holland, Japan, Norway, Great Britain, and Sweden are comparable to
the United States in levels of industrialization, regulatory systems, and political freedoms. Yet, the
United States places a higher burden on firms claiming confidentiality in business information than do
our trading partners. Of the other comparable nations, only Great Britain maintains a public inventory of chemical releases (like the TRI).
A European Union version of the TRI is in the
works. Pursuant to European Union Directive 96/
61/EC, “an inventory of the principal emissions and
sourcesresponsible shall be published every three
years by the Commission on the basis of data supplied by the Member States.”41 Swedish firms’
emissions data are published annually while Holland publishes a yearly study on emissions.
The Organisation for Economic Co-operation
and Development (OECD) is also planning to join
in the reckless rush to expand right to know. An
OECD Draft Recommendation of the Council on
12

Environmental Information states:
(A)llrelevant environmental information
should be provided to any natural or legal
person, in response to any reasonable request, without that person having to prove
an interest, without unreasonable charges
and as soon as possible, taking into account
protection of privacy, industrial and commercial confidentiality, national security or
other legitimate causes provided under national law.42
The OECD draft recommendation can be traced
to Principle 10 of the 1992 Rio Declaration on Environment and Development. The principle states
that “each individual shall have appropriate access
toinformation concerning the environment that is
held by public authorities.”43 Yet the Rio Declaration provided no steps for disclosure and was signed
before widespread use of the Internet. No one could
have predicted at the time of this declaration that
environmental data would be available globally, in
millions of homes, to anonymous users. The disclosure envisioned at the time of Rio was more akin
to the Freedom of Information Act, which requires
that an individual make a written request to obtain
possibly sensitive information.

Conclusion
and Recommendations
W eare fortunate to live in a free and open society. Openness and disclosure promote efficiency
and dialogue, which lead to informed debate and
decision making. However, we have never assumed
that we should surrender our national security or
corporate proprietary information in the name of
open disclosure, particularly not disclosure to anonymous users on the Internet.
Surveys reveal that Americans support U.S.
firms in the fight to protect confidential business
information. In a poll undertaken for the C M A by
the Charlton Research Company, a whopping 96
percent of those polled felt that U.S. companies have
13

a right to protect sensitive business data. Although
the survey indicated strong support for the EPA
making TRI data publicly available (80 percent),
the numbers dropped precipitously when those
polled wereinformed of the threat of economic espionage via Internet disclosure. Three-fifthsofthose
polled opposed disclosing TRI data to foreign competitors via the Internet.44
W eliveinaverydifferent world than we did at
the time of the passing of the Clean Air Act amendments. In 1990, domestic terrorism was limited to
the silver screen and easily dealt with by Chuck
Norris or Sylvester Stallone. The expanded right
to know in the Clean Air Act amendments predated
the explosive growth of the Internet, as well as the
W orld Trade Center and Oklahoma City terrorist
attacks. One FBI official doubted whether the risk
management program of the Clean Air Act “would
pass through Congress today, especially following
the terrorist incidents in recent years and the issuance of the Weapons of Mass Destruction Act.”45
Clearly there is a serious economic and national
security threatfrom indiscriminate Internet disclosure of business data under TRI and RMP. Any
plan to disclose this data should be done with the
approval of the intelligence community in order to
safeguard national security. The Departments of
State and Commerce and the U.S. Trade Representative should also be involved in the decision making to protect American business interests.
Furthermore, in the spirit of open disclosure,a
dialogue between environmentalists, government
officials, and business leaders must search for a
balanced approach towards disclosure. Itispossible to develop a plan for disclosure that provides
for the public’s right to know and protects confidential business communication. This plan must
balance the risk of environmental hazards, the threat
ofterrorism and economic espionage, the value and
strategic importance of the data to be protected,
and the need for safeguards. Only by constructive
dialogue can we achieve this balance.
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